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1
Decision/action requested

1. To include the proposed pCR in TS 33.180
2
References

 [1]
3GPP TR 33.180, Security of the Mission Critical Service, v0.1.0

3
Rationale
This pCR incorporates the MCData private and group SDS key management principles that were approved in TR 33.880.
4
Detailed proposal
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8
MCData

8.0 
Overview

8.0.1  MCData short data service (SDS)
MCData SDS allows transmission of short data messages, either private or group, over both the signalling plane (reference point MCData-SDS-1) and media plane (reference point MCData-SDS-2).
In order to manage an MCData SDS session, a payload containing the MCData signalling parameters is included in the SDS message. 
Editor’s note:  The definition of a session and whether it is applicable to both media plane and signalling plane is not yet clear.  Clarifications to MCData SDS security may be needed depending on the outcome.

In order to route the SDS message at the application layer, a payload containing the MC Service signalling parameters (MCData user IDs or group ID) is included in the SDS message.

The MCData SDS message also contains a user payload which is end-to-end confidentiality and integrity protected according to an end to end security context payload.  

The end-to-end security context payload is part of the SDS message and contains either a new private SDS key (PDK) or a key identifier (PDK-ID or GDK-ID) which identifies a previously distributed key that is used to protect the current SDS message.

8.1
End to end media protection

8.1.1
Private communications

8.1.1.1
Key management 

8.1.1.1.1
Key management for private SDS protection

A private symmetric key PDK (Private Data Key) is used for end to end protection of one-to-one (private) SDS payloads in an SDS message.

The PDK and PDK-ID are distributed within the SDS message and are encapsulated in a MIKEY-SAKKE message encypted to the receiving user identity. It is signed using the source identity’s private signing key and the signature is verified at the destination with the source identity.

Once the PDK is established between the source and destination, SDS exchanges between this same source and destination may continue to use the same PDK for subsequent MCData communications by simply providing the PDK-ID in every SDS message.  Alternatively, a new PDK may be generated and distributed to the destination at any time in the next SDS message.

Generation and encapsulation of the PDK is as defined in clause 5.2.3, similar to the PCK.

When required by the MCData service provider, protection shall be applied to the MCData payloads. The mechanisms used to secure these payloads within online MCData private SDS messages are described in clause 8.1.1.2.1, while the mechanisms used to secure offline MCData private SDS messages are described in clause 8.1.1.3.1.
8.1.1.2
Online private media protection

8.1.1.2.1
Online protection for Private SDS
The payloads of a private MCData SDS message are protected in the following way:
· The MC Service signalling parameters payload, when required by the MCData service provider, shall be confidentiality protected between the MCData Client and the MCData server, or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in in clause 6 and clause 7.3.

· The MCData signalling parameters payload, when required by the MCData service provider, shall confidentiality protected between the MCData Client and the MCData server, or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 7.3.

· The End to end security parameters (i.e. information specifying the cryptographic elements used to protect the MCData payload) is used to either distribute a new PDK or to provide the key id of the PDK used for SDS protection. This payload shall contain either:
· a MIKEY-SAKKE message containing a PDK and PDK-ID which sets up a new private SDS security context. This payload type is used only for private SDS messaging, and if present, shall be end to end confidentiality and integrity protected using the methods defined in clause 5.2.3, or
· Security parameters used for MCData payload protection when the protection key (PDK) has already been previously distributed to the endpoint. This payload type shall include the key identifier (PDK-ID) of the key used to protect the MCData payload. When required by the MCData service provider, this payload shall be confidentiality protected between the MCData Client and the MCData server , or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 7.3.
· The MCData payload (the actual private SDS payload for MCData user or application consumption) shall be end to end confidentiality and integrity protected using the PDK.
When required by the MCData service provider, the entire content of the group SDS message (security context, MC Service signalling parameters, MC Data signalling parameters and MCData payload) shall be integrity protected between the MCData Client and the MCData server, or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 7.3.
8.1.1.3
Offline private media protection
8.1.1.3.1
Offline protection for Private SDS
Offline media protection for one to one MCData SDS shall be secured using the same method(s) as described for online one-to-one MCData SDS protection in clause 8.1.1.2.
8.1.2
Group communications

8.1.2.1
Key management 

8.1.2.1.1
Key management for group SDS
A symmetric Group Data Key (GDK) associated with the group is used for end to end protection of SDS payloads in a group SDS message. The GDK is distributed by the GMS to the group members as described in clause 5.2.6 .
The identifier of the group key (GDK-ID) is provided in every SDS message sent to the group.

When required by the MCData service provider, the payloads of the group MCData SDS message shall be protected. The mechanisms used to secure these payloads within online MCData group SDS messages are described in clause 8.1.2.2.1, while the mechanisms used to secure offline MCData group SDS messages are described in clause 8.1.2.3.1.
8.1.2.2
Online group media protection
8.1.2.2.1
Online group SDS protection

The payloads of a group MCData SDS message are protected in the following way:
· The MC Service signalling parameters payload, when required by the MCData service provider, shall be confidentiality protected between the MCData Client and the MCData server, or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in in clause 6 and clause 7.3.

· The MCData signalling parameters payload, when required by the MCData service provider, shall be confidentiality protected between the MCData Client and the MCData server, or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 7.3.

· The End to end security parameters payload (i.e. the GDK-ID of the key used for group SDS protection), when required by the MCData service provider, shall be confidentiality protected between the MCData Client and the MCData server, or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 7.3.

· The MCData payload (the actual group SDS payload for MCData user or application consumption) shall be end to end confidentiality and integrity protected using the GDK.
When required by the MCData service provider, the entire content of the group SDS message (security context, MC Service signalling parameters, MC Data signalling parameters and MCData payload) shall be integrity protected between the MCData Client and the MCData server, or between MCData servers, with the signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 7.3.
8.1.2.3
Offline group media Protection

8.1.2.3.1
Offline group SDS protection

Offline protection for group MCData SDS shall be secured using the same method as defined for online group MCData SDS protection in clause 8.1.2.2.1.
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